CTAHOBHIIE

ot npogecop aoxkrop BJIAAKO MUYOB UBAHOB, npogecop B kateapa
»HalMOHAJIHA CUTYPHOCT M IMy0JUYHA AIMUHUCTPANNA*

FO3Y ,,Heopur Puicku®, biaaroesrpaja

OTHOCHO JMCepTaIOHeH Tpyx Ha IleTsp Carmes HopnaHos

Ha tema: ,,JIOBUIIABAHE HA KUBEP3ALIUTATA HA
NHOOPMALHNOHHUTE CUCTEMHA HOAABPKALIIU MACOBH
CHHOPTHU MEPOIIPUATHUSA*

3a mpuoOMBaHe Ha oOpa3oBaTeHaTa U HayyHa CTEIIEH ,,JOKTOP” B IOKTOPCKA
nporpama ‘“Teopust 1 METOJI0JIOTHSI HA CIIOPTHATA HayKa’, MPO(ECHUOHAIHO
Harnpasiyienue 7.6. Ciopt

OcHoBaHue 3a U3roTBsHe Ha craHoBuIero: 3anosen Ne 1066/12.11.2024 r. Ha

Pexropa na HCA ,,Bacun JleBcku*

Codus
2024 1.



1. AKTyaJIHOCT U 3HAYUMOCT HA pa3padoTBaHusI HAY4YEH MPooeM.
Kangunater Ilersp CameB MoppaHoB, mpeacTtaBs Tema KOSTO JIOTMYECKH

ciie/iBa Bb3XOAAIIMA My 00pa3oBaTelieH MbT OT TMMHA3UsA 10 TEIEKOMYHHUKALIUHU MIPE3
HCA ,Bacun Jlecku® (®axynrer ,,Cnopt*) u BA ,I'eopru CroiikoB PakoBcku*
(MarucTpp 1o crenuaiHocT ,,KubepcurypHoct®). JirmxkHOCTTa [J1aBeH ekcrepT B
cekTop ,,Opranuzanus Ha yueOHus npoiec” Ha dakynret ,,KomanaHo-madesn* (BA) u
MpernoiaBaTesickaTa JeHHOCT, KaTo XxoHopyBaH mnpernomaBaten B HCA, oboratsBar
NEJarorn4YecKuTe My NO3HAHUS U OPraHU3aTOPCKA KOMIIETEHIMU. MHOXKECTBOTO
KBAIM(PUKAUA U KypCOBE Ha aBTOpa MOAYEpPTaBAT Pa3BUTHETO MY, ChUYeTaBaWKH
CIIOPTHU MOCTHKEHUS C EKCIIepTU3a B KHOep3aluTara.

3HAYMMOCTTA U AKTYAJHOCTTA HA pa3pabdoTkarTa ¢ 0e3CropHa, TS OTpa3siBa
Biausinuero Ha Wunyctpus 4.0 (pecnextuBHOo CurypHoct 4.0) U IPHOPUTETHUTE,
CBbp3aHU C mioOasHuTe KuOepkoHpaukTu. CremoBarenHo, Hpea Hac € elIHa
aBaHrapJHa, WHOBAaTHBHA W TNIEPCIEKTUBHA TEMa, KOSTO JlaBa TEOPETUYHUTE
MMOCTAHOBKH U MTPUJIOKHUTE aCIIEKTH HAa KuOep3aluTaTa Ha CHOpTHU Meponpusitus. Te
OT CBOSI CTpaHa ca colraiieH GeHOMEH, BIUACII BbPXY MUJIMOHU XOpa OIIIE OT BPEMETO
Ha Pum. U3BecTHata makcuma ,,XJs10 U 3penuina’ mokasBa, KakBHU MOCIEIUIIA MOXKE
Ja uMaT KuOepaTakuTe BBPXY OJIArOPOJCTBOTO Ha CIOPTHUTE ChCTE3aHUS,
MaHUITYJIAIIMUTE HAa 00IIIECTBEHOTO MHEHUE, Xa3apTa U MEJUUTE.

JucepTallMOHHUAT TPYJ € MPEIJIOKEH 3a 3alINUTa OT Kareapa ,, [ e:KKa aTieThka,
Ookc, (hexToBKa U cropT 3a Bcuuku*, Pakynrer ,,Cropt* B HCA ,,Bacun JleBcku®.

Pa3paboTkara e OoOrarctBo OT TEKCT, Juarpamu, TaOJUIM U CXEMHU.
Pasnipenenena € B YeTHpU TJlaBU C TEOPETHUYHA, METOAUYECKA, aHAIUTUYHA U
MHOBaTHMBHA HacoueHocT. O0embT € oT 150 cT1p.

He no3naBam aBTOpa, HO MPUAOOUX OTIMYHM BIEYATIICHUS, YPE3 HATUCAHOTO
oT Hero. HayuyHoTo pbkoBOACTBO OT cTpaHa Ha mnpod. aH Kpacumup IletkoB e
OCBHIIIECTBEHO KOMIIETEHTHO, KOETO € BUJHO OT MOCTHKEHUSITA HA IOKTOPAHTA.

KanauaaTsT € u3MbJIHUI MUHUMAQIHUTE HAIIMOHATHU U3UCKBAHUS 110 4JI. 20, aJ.
2w an. 3 oT 3aKOHa 3a Pa3BUTHE HA aKaJEMUYHUS ChCTaB.

2. OueHka HA IPUHOCUTE B JUCEPTALMOHHUS TPY/I.



['panumiaTa MeX1y HAy9HUTE U MPUIOKHHUTE TOCTHKEHUS B TUCEPTALUOHHHUS
TPyA TPYyAHO MOXe na Obae oTkpurta. IlpmHOCMTE ca u3BeneHW Ha Oa3aTa Ha
3a1BJI00YCHUTE aHAIM3H B ITEPBUTE TPH IJ1aBU U ca 00606mmenn B ['aBa [V. U3Boau u
npernopbku. B HacTosmaTa perieH3us oleHsIBaM HAIPaBeHOTO, KaTO C€ PHKOBOJS OT
aBroOmorpadusaTa, oOpa3oBaHUETO, padoTaTa B MPECTHIKHA CPela U JCTIO3UPAHUTE
TpynoBe. OTKpOsiBaM HSIKOJIKO MHOBATUBHHU HACOKH:

PaspaboTkara € CHHEprHWYe€H TPOAYKT, KOHCTPYHpaH OT HSIKOJKO
MMO3HABATEIIHA JIMHUA — CIIOPTHH MEPOIPHUSATHS, CUCTEMH KOWUTO IOTbpPXKAT TE3H
MeponpusaTHs U kubep3ammra. L{s10To n310KeHNe MoKa3Ba, 4e aBTOPHT MO3HABA TE3H
JCHHOCTH OT JIMYCH OIUT, pa30oupa UCTOPUICCKUS X0/, pabOTH C aKTyaJIHU MPUMEPH
OT peayTHus )KUBOT W OTYMTA MPEAN3BUKATEIICTBATa HA OBACIICTO.

[lenTa Ha wu3ClIeABaHETO € IMOCTUTHATA C M3I0J3BAHETO HAa MHOMXECTBO
JOMBJIBAIIA C€ METOAM B HIKOJIKO BaXHW AacIieKTa: JaBaT ce MpodeCHOHATHH
NPEeNopPbKU 3a 3allUuTa Ha UHPOPMAIMOHHUTE CUCTEMHU Ha CIOPTHU MEPOIPUSTHUS,
npeajiaraT ce cepusi OT MEPKHU (KpUMNTHpaHe, KOHTPOJ Ha JOCThIIa, MOHUTOPUHT U
oOyueHne Ha TMepcoHaNa 3a MPEBEHIUS W PEeakius MpU WHIUACHTH); OOCTOWHO ca
aHAIM3UpaHU pEaTHU KUOEPTEPOPUCTUYHU AaKTOBE, 3acsralld MacOBU CIIOPTHH
MEpOTIPUATHS, TPOYYCHA € TAXHATA TEXHOJOTHs 3a KuOep3aniuTa, HampaBeH ¢
CpaBHHUTEJICH aHAJIM3 Ha MOJ00HU ciay4dau B IpYyru chepH OT KMBOTA; U3BEIECHU Ca
PUCKOBETE U YSI3BUMHUTE €JIEMEHTH Ha WH(GOPMAIIMOHHUTE CHUCTEMU; BU3UPAHU ca
CyOeKTHTE Ha 3aIuIaxyTe, TIXHATa MOTHUBAIIMS M METOJU Ha JICHCTBHE.

OuepraHa € TeOpEeTUYHATA U MPUJIOKHA 30HA HA KuOepaTrakaTa, KaTo OCHOBHO
MOHATHE B JWCEPTALMOHHUS TPyA M OpPBXKUE 3a JecTadmwiIM3alus Ha CIOPTHU
Meponpusatus. Onucanu, aHaTU3UpaHd U 00OOIIECHN ca TIPaBHUTE, TEXHUYECKUTE U
OpraHU3alMOHHUTE MEPKH 3a MpeAoTBpaTsABaHe Ha kuOepHamecu. [Ipepnoxenusita 3a
ONTHMH3MpAHE Ha 3aluTaTa BKIIOYBAT KOMILJIEKC OT MEpKH (OOIM CTaHAapTHH
MEpOTIPUATHSI 32 CHUTYPHOCT, MYITH(AKTOpHA aBTCHTHUKAIWS, OTpaHUYaBaHE Ha
mpaBaTa Ha MOTPEOUTENNTEe, KpUTITUPAHE HA IAHHU U TIP.).

Pa3zkputa € posista Ha MHCTUTYIIMHTE, OOIICCTBEHUTE OPTaHU3allUd U BCUYKHU
VYaCTHHIIM B CIOPTHHS >KUBOT Ha (OHA HA 3aIUIaxXuUTe OT KUOEPTEpOPHU3BM.

TeopeTHYHUAT NPUHOC MTPEPACTBA B IPUIIOKEH — ABTOPHT Ipeijiara miaH 3a o0ydeHue



Ha NEpPCOHajla HAa CHOPTHUTE MEPONPHUATUS MO KUOEPCUTYPHOCT M MHCTPYKIHMH 3a
Obp3a peakiys B Ciiydail Ha MHIUICHTH.

KanmumatsT mpemsiara CHCTEMEH TOAX0M KbM  KHOCPCHUTYPHOCTTa Ha
UH(OPMAITMOHHUTE CUCTEMHU, MOAbPIKAIIN CIOPTHUA MEPOIIPUSATHUS, BU3UPA JIETAUITHO
ySI3BUMOCTTa Ha BCEKHM OCHOBEH €JIEMEHT - Xapayep, codTyep, MpexoBa
nHDpACTPYKTypa, HHTEPHET TMPOTOKOJW, TPOIEAYPH H HYOBEIMIKUS (PaKTOp.
Pa3paboTkara e QokycupaHa mnparMaTUYHO B JBE€ HACOKM — TIOJIXOJIU 3a
uaeHTU(UIIPaHEe Ha PUCKOBETE M HACOKHM 3a Ch3/1aBaHe Ha epekTHBHA 3amuTa. B xo1a
Ha aHaJM3a ca OTKPOCHH TPU MpoOJeMHU o0jacTu — (u3MUecKa, TeXHUYECKa U
cyOekTuBHa (doBemika). OThenHa JTUHUS Ha aHaiIM3 oOXBalla TEXHOJOTHUUTE 3a
OCUTYpsIBAaHE Ha KOMYHHUKalUsi U oOpaboTka Ha mHpopmaius (yeOcaldToBe, OHJIANH
wiaTpopMu 3a 3ajaraHus, MEIUWHU TIaTGOpMH 3a MpelaBaHe Ha KUBO). Beuuku
BU3UpAHW JIMHWUA W HWBA HA HW3CJICIBAHE 3aBBLPIIBAT C HM3BOAHM, TCOPCTHYHH U
IPUJIOKHU MEPKH 32 3aIlUTA.

JlucepTallMOHHUAT TPyJ ce Oa3upa HE caMO Ha LMUTATH, TPYIOBE, T00OpHU
MPaKTUKU W OOIIOW3BECTHU TOIXOIH, a MPEId BCHYKO HAa OOCKTHBHH METOIH 32
uscnenBane. Touka II.5. mpeacTasisiBa 00raTcTBO OT METOAM 3a ChbOUpaAHE Ha JIaHHU,
METOIM 3a aHalM3 Ha JaHHUTe M CHUHTE3 Ha pe3ylTaThTe, KOETO BIUTA
WHTEJICKTYATHOTO M YIPaBJICHCKO HUBO B HOBH KAUeCTBEHHM CHCTOSHUS M HACOKH.
Merononorusita Ha pa3padoTKaTa MoKa3Ba HayyHa BUCOTA — BCUUKO € SICHO HAIMCaHO,
OHArJeAeHo, MOAPEECHO U BHylIaBa goBepre. OcoOEHO OTKpOsSIBaM PE3yITATHTE OT
AHKETHOTO  TMPOYy4YBaHE, CTPYKTYpHHS  KOHTEHT aHajiu3 W  MaTeMaTHKO-
CTaTUCTHUYECKUTE MeToau. KaHaumarsT moka3Ba BUCOKM TEOPETHYHHU U TPHUIIOKHU
HUBa, PabOTH ChC CEMAHTHUKA W CIIOKHHW JIOTUYHU BEPWUTH, MPEIACTaBS CIOPTHOTO
MEpPOTIPUSATHE, 3aIUIaXUTE U KUOep3alMTaTa KaTo JUHAMUYHA X0JIorpama, KosSTo uMa
coOCcTBeHa (He3aBMCHUMA) JUHAMUKA. Y CIIOPEIHO C TOBECTBOBAHUETO TE€UE JIMHUATA HA
YOBEMIKUs (HaKTOp, KOMTO MOKE Jla M30CTaBa WK Ja U3MpeBapBa ChOUTHSITA.

['OpHOTO € 1OCTaThUYHO 32 J1a PE3IOMHUpPaM MPUHOCUTE B CUHTE3UPaH BU/L:

- Pazpaborkara e 0OasupaHa Ha aBaHTapJHU pa3OUpaHUs U 3aabI0OYCHA

TCOPCTUYIHA 62133, paskpuBa CbBPCMCHHHUTC TCHACHIHWHW M IIOCTAHOBKH B



oOnacTTa Ha kubep3amurara. To31 MPUHOC € CBbP3aH U C HEOOXOAUMOCTTA
OT TPAHCTPAHUYHO CHTPYJHUYECTBO 33 MPOTHUBOICHCTBUE HA 3aIIAXUTE.

- [IpenmoprkuTe 3a MAMHTHPUITUPAHE HA PUCKOBE Ca TIPOABIDKEHU B TIPHIIOKHH
MepKd (M3MO0JI3BaHE Ha TMapoJU, aKTyajlu3alus Ha codryepa, TECTOBE 3a
ySI3BUMOCTH).

- HWHoBammute 3a KuOep3ammTa OTYMTAT CHElUpUKaTa HA CIOPTHUTE
MEPOTIPUATUS U JTUPEKTHO Ca aJ[PECUPAHU KbM CHEIUATUCTHUTE.

- Bucmmst cnopTeH MEHMIKMBHT TOJydyaBa HACTOJIHA KHUTa 3a
KHOEPCUTYPHOCT U BB3MOKHOCTHU Jla YCHBBPIICHCTBA MPOTUBOACHCTBUETO
Ha 3ary1axuTe (MMa MnoApoOeH aHaIU3 Ha YSI3BUMOCTHUTE).

- Ilpennoxenusra ca ¢ rojiiMm 00xBat (OT roJIeMU CHbOUTHS, KATO OJTUMIUNACKHI
UTPU IO MAJIKK PETUOHAIIHUA ChCTE3aHMUS ).

- PaspaboTrkata e mosie3Ha 3a OOy4YeHHETO, 3a KuUOepCHenuaqIucTuTe, 3a
KOHCTPYKTOpUTE Ha CHUCTEMH 3a KuOep3aluTa U 32 PHbKOBOJIUTEIUTE Ha
CIIOPTHHU OpraHU3alUu.

- MHoro ot npeyioKeHusITa ca NEPCIEKTUBHU U CBbP3aHU C Bb3MOKHOCTUTE
Ha Al, BKITIOUBaT orieHKa Ha UHAHCOBUTE M OPraHU3AIMOHHU TIOCIIECTBUS
OT KuOepaTakUTe U Ca HaCOKa 3a CTPATErMueCcKOo IIaHUPaHEe U HHBECTUIUU B
KHOEPCUTYPHOCTTA.

[IpencraBenusit ABTopedepar € chriiacHO M3UCKBaHUATA. ABTOPBT MpeiJiara

TpH MyOJIMKALUU (JIB€ B ChaBTOPCTBO), KOUTO Ca C BUCOKO KA4YeCTRBO.

3.  Kpuruunm Gesnexkm.
Hsama HUKakBO ChbMHEHHE, Y€ HACTOSIIIMAT AWCEPTAlUOHHU TPYI €
MOCTUTHAJ 3aJI0KEHUTE 1IeNU. 3aAbJIO0OYCHUST MPOUYUT MPEIU3BUKBA U BHIIPOCH:

- UYusa tpsa6Ba ga Obae Bojemiata pojs NPH KUOSPOCHTYPSBAHETO Ha
CIIOPTHUTE CBHOWUTUSA - Ha JbPKABHUTEC HWHCTUTYIIMH, Ha CIOPTHHUTE
OpraHU3allvy WK Ha MEXKIyHapOoAHUTE opranu3zanuu (Hanpumep MOK)?

- Ho xwae moxe na Obae momycHatr Al B cnopTHUTE CBhCTE3aHWs, B
YIPaBJIEHUETO Ha MEPOIPUATUSITA U B OpTaHU3alMsITa HA CUTYpHOCTTa?

- TpsbBa 11 B Kphra Ha CHOPTHUTE CHCTE3aHUS W MEPONPUATHUS Ja Ce

BKJIFOUBAT Xa3apTHUTE €JIEMEHTH, KOUTO ca U3KYIIEHHE 3a KubepaTtaku?



3akiouenue.

[IpencraBeHuAT IUcepTallMOHEH TPYJ € JUYHO JEJI0 Ha aBTOpa, IUIOA Ha
100po o0pa3oBaHHE, TEOPETUYHA 3aIBJIOOYEHOCT, OTHAJCHOCT Ha CIOpTa H
npobiemute Ha KuOepcurypHoctta. IloBecTBOBaHHETO € KOHCTPYUpaHO B
TEXHOKPATHUYEH CTWJI C MHOBAaTUBHU €JIEMEHTH M JUYHH MO3WLHH, Ch3JAaBaHU YPE3
oOpa3oBaHue u npodecroHaneH onutT. [IpuHocure ca B TeopeTuyeH, npoecruoHaieH
U JuJakThudeH acrtekt. OOmo morjieaHaTo, aBTOPHT IMpejasiara €lIHa HacTOJIHA
pa3paboTKa 3a Kubep3amuTa Ha CIOPTHU MEPOIPHUSITHS, KOSITO MOXKE J1a C€ MPUIIOKH
He camo B bwarapus.

Bcenuko kazano (3aegHo ¢ aBtoputera Ha HCA ,Bacun JleBcku®, HayyHus
PBKOBOAMTEN, KaTeapa ,,IexKa araeTuka, 00Kc, (peXTOBKAa M CHOPT 32 BCUUKHU ) MU
JlaBa OCHOBAHHME Ja OTCTOSBAM, ue JHCepTanuoHHMsA Tpyn Ha Ilersp MopmamoB e
MEPCIEKTUBEH HAY4Y€H MPOJIYKT U OTTOBOPS HA M3MCKBAHMTA HA 3aKOHA 32 Pa3BUTHE
Ha akaJeMn4yHus cbCeTaB B P bearapus u Ha [IpaBuiHuKa 3a HETOBOTO NpUIIaraHe.

4.  OueHka Ha JUCEPTALMOHHMSA TPY.

Karo wmam mnpenBujn MOJy4YEHUTE pe3ydTaTH, JaBaM KaTeropuyHa
1 [0JIOXKUTENHA” OIEHKAa Ha JUCEpTAllMOHEH Tpyd Ha Tema: ,JlloBuinaBane Ha
kuOep3amurara Ha WHOOPMAIMOHHUTE CHCTEMH HOJJIbPKAIIM MAacOBU CIIOPTHH
Meponpusitus”. IlpenmaramMm Ha yBa)KaeMHTE 4YJIEHOBE HA HAy4YHOTO JXKypU [a
HOJKPENsT NPeIOKEHUETO J1a ObJie MPUChIeHa oOpa3oBaTeHaTa U HayyHa CTENEH
»IAOKTOP* Ha Ilersp Camon ﬁOpHaHOB B JIOKTOpCcKa mporpama “Teopusa u

METOJI0JIOTHS Ha CIIOpTHATa Hayka”, mpodecronanHo Hanpasienue 7.6. Cropt.

rp. Codpust YJIEH HA HAVYHO XXYPU:
01.12.2024 . (ITPO®. J1-P BJIAJIKO UBAHOB)
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5. Relevance and significance of the scientific problem being developed.
The candidate , Petar Sashev Yordanov, presents a topic that logically follows

his upward educational path from the High School of Telecommunications through the
National Sports Academy "Vasil Levski" (Faculty of Sports) and the Military Academy
"Georgi Stoykov Rakovski" (Master's degree in Cybersecurity). The position of Chief
Expert in the "Organization of the Educational Process" Sector of the Faculty of
Command and Staff (VA) and his teaching activities as a part-time lecturer at the NSA
enrich his pedagogical knowledge and organizational competencies. The author's
many qualifications and courses highlight his development, combining sports
achievements with expertise in cyber defense.

The significance and relevance of the development is indisputable, it reflects
the influence of Industry 4.0 (respectively Security 4.0) and the priorities related to
global cyber conflicts. Therefore, we have before us an avant-garde, innovative and
promising topic, which provides the theoretical formulations and applied aspects of
cyber protection of sports events. They, in turn, have been a social phenomenon that
has influenced millions of people since the time of Rome. What consequences can
cyberattacks have on the nobility of sports competitions, manipulation of public
opinion, gambling and the media.

The dissertation was proposed for defense by the Department of Weightlifting,
Boxing, Fencing and Sports for All, Faculty of Sports at the National Sports Academy
"Vasil Levski".

The development is a wealth of text, diagrams, tables and schemes. It is divided
into four chapters with a theoretical, methodological, analytical and innovative focus.
The volume is 150 pages.

| don't know the author, but I got excellent impressions through what he wrote.
The scientific guidance by Prof. Krasimir Petkov, Ph.D., has been carried out
competently, which is evident from the achievements of the PhD student.

The applicant has fulfilled the minimum national requirements under Art. 2b,
para. 2 and para. 3 of the Academic Staff Development Act.

6. Evaluation of the contributions to the dissertation.



The boundaries between scientific and applied achievements in the dissertation
are difficult to find. The contributions are based on the in-depth analyses in the first
three chapters and are summarized in Chapter IVV. Conclusions and recommendations.
In this review, | evaluate what has been done, guided by the CV, education, work in a
prestigious environment and the submitted works.

The development is a synergistic product constructed from several cognitive
lines — sports events, systems that support these events and cyber defense. The entire
exposition shows that the author knows these activities from personal experience,
understands the historical course, works with current real-life examples and takes into
account the challenges of the future.

The aim of the study is achieved by using many complementary methods in
several important aspects: professional recommendations are given for the protection
of the information systems of sports events, a series of measures are proposed
(encryption, access control, monitoring and training of personnel for prevention and
response to incidents); real cyberterrorist acts affecting mass sports events have been
thoroughly analyzed, their cyber protection technology has been studied, a comparative
analysis of similar cases in other spheres of life has been made; the risks and
vulnerabilities of information systems are identified; The subjects of the threats, their
motivation and methods of action are indicated.

The theoretical and applied zone of the cyberattack is outlined, as a basic concept
in the dissertation and a weapon for destabilizing sports events. The legal, technical
and organizational measures to prevent cyber interference are described, analyzed and
summarized. Proposals for optimizing protection include a set of measures (common
standard security measures, multi-factor authentication, restriction of user rights, data
encryption, etc.).

The role of institutions, public organizations and all participants in sports life
against the background of the threats of cyberterrorism is revealed. The theoretical
contribution grows into an applied one — the author offers a plan for training the staff
of sports events in cybersecurity and instructions for rapid response in case of incidents.

The candidate proposes a systematic approach to the cybersecurity of the

information systems supporting sports events, addresses in detail the vulnerability of
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each main element - hardware, software, network infrastructure, Internet protocols,
procedures and the human factor. The development is focused pragmatically in two
directions — approaches to identifying risks and guidelines for creating effective
protection. In the course of the analysis, three problem areas have been identified —
physical, technical and subjective (human). A separate line of analysis covers
technologies for ensuring communication and information processing (websites, online
betting platforms, live media platforms). All referred lines and levels of research end
with conclusions, theoretical and applied measures for protection.

The dissertation is based not only on citations, works, good practices and well-
known approaches, but primarily on objective research methods. Point I1.5. It is a
wealth of methods for data collection, methods for data analysis and synthesis of
results, which raises the intellectual and managerial level in new qualitative states and
directions. The methodology of the development shows scientific excellence —
everything is clearly written, illustrated, arranged and inspires confidence. | especially
highlight the results of the survey survey, structural content analysis and mathematical-
statistical methods. The candidate shows high theoretical and applied levels, works
with semantics and complex logical chains, presents the sports event, threats and cyber
protection as a dynamic hologram that has its own (independent) dynamics. Parallel to
the narrative runs the line of the human factor, which can lag behind or get ahead of
events.

The above is enough to summarize the contributions in a synthesized form:

- The development is based on avant-garde understandings and a deep
theoretical base, reveals modern trends and settings in the field of cyber
defense. This contribution is also linked to the need for cross-border
cooperation to counter threats.

- The recommendations for identifying risks are continued in applied measures
(use of passwords, software updates, vulnerability tests).

- Cyber security innovations take into account the specifics of sports events
and are directly addressed to specialists.

- Senior sports management gets a cybersecurity handbook and opportunities

to improve threat counteraction (there is a detailed vulnerability analysis).
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The proposals are wide range (from large events, such as the Olympic Games
to small regional competitions).

The development is useful for training, for cyber specialists, for designers of
cyber defense systems and for the heads of sports organizations.

Many of the proposals are promising and related to the capabilities of Al,
include an assessment of the financial and organizational consequences of
cyberattacks, and are a guideline for strategic planning and investments in

cybersecurity.

The submitted Abstract is in accordance with the requirements. The author offers

three publications (two co-authored) that are of high quality.

Critical notes.

There is no doubt that the present dissertation has achieved its goals. An

in-depth reading also raises questions:

Who should play the leading role in the cybersecurity of sports events - state
institutions, sports organizations or international organizations (for example,
the 10C)?
Where can Al be allowed in sports competitions, in event management and
in the organization of security?
Should the circle of sports competitions and events include gambling
elements, which are a temptation for cyberattacks?

Conclusion.

The presented dissertation is a personal work of the author, the result of

good education, theoretical depth, dedication to sports and cybersecurity problems. The

narrative is constructed in a technocratic style with innovative elements and personal

positions created through education and professional experience. The contributions are

theoretical, professional and didactic. Generally speaking, the author offers a desktop

development for cyber protection of sports events, which can be applied not only in

Bulgaria.

All that has been said (together with the authority of the National Sports

Academy "Vasil Levski", the scientific supervisor, Department of Weightlifting,

Boxing, Fencing and Sports for All) gives me grounds to defend that Petar Yordanov's
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dissertation is a promising scientific product and meets the requirements of the Law on
the Development of the Academic Staff in the Republic of Bulgaria and the
Regulations for its implementation.

8. Evaluation of the dissertation work.

Taking into account the results obtained, | give a categorical "Positive"
assessment of the dissertation on the topic: "Increasing the cyber protection of
information systems supporting mass sports events". | propose to the honorable
members of the scientific jury to support the proposal to award the educational and
scientific degree ""Doctor' on Petar Sashov Yordanov in PhD program "Theory and

Methodology of Sports Science", professional field 7.6. Sport.

G. Sofia MEMBER OF THE SCIENTIFIC JURY:
01. 12. Oct. 2024 (PROF. DR. VLADKO IVANOQOV)

12



